Network Protocol and Application level fuzzer
Quantity Required: 1
Sl. Technical specifications
Compliance Remarks
no.
Functional & General:
1 Any additional existing standard/proprietary telecom protocol as
requested by ITI to be supported in future within a short notice of 2
months.
2

Client-server based arrangement for all the protocols mentioned in
Table 1.

3 Tool shall be upgraded by the supplier, for new protocols, with
generation based fuzzing for telecom protocols defined in the
relevant standards e.g. ITU-T, 3GPP, IETF etc within a time frame of 2
months from the date of release of standard documents.
4 The tool should be installable & executable on all popular OS
(Operating System) platforms with 32 bit and 64 bit versions (on
Personal Computers).
5 Along with automated fuzzing, tool shall also enable the tester to
manually set the fuzzing parameters such as test runs, logging
behavior, fault identifying, network interface options, test time &
instrumentation etc depending on his own criteria and carry out
fuzzing. Any technical support in this regard should be provided by
the supplier.
6 Tool shall enable the tester to pause/stop fuzzing whenever required.
7 The tool should be capable of checking interoperability between Test
tool and DUT for all the protocols mentioned in Table 1.
8

All software licenses of protocol fuzzing test suites should be dongle
based and of perpetual (life time) validity.
Testing & Reporting capabilities :

1 Tool shall be capable of fuzzing the protocols listed in Table 1 as per
relevant standards such as 3GPP, IETF, etc that define these
protocols. (Tentative List of protocols that should be supported are
attached in Table 1)
2 The tools shall support Generation( RFC) based fuzzing for all the
protocols given in Table 1. It shall be capable of generating different
types of malformed protocol messages to simulate attacks for testing
the robustness of protocols supported by the DUT.

3 The tool shall be dynamic and stateful with in-built complete protocol
state machines and shall support fuzzing by adding anomalies in the
protocols at the level of message sequencing, message types,
message structure ordering, message field value and other message
aspects that a protocol supports in a real operating environment.
4

The tool shall support automatic generation and execution of fuzz
test cases or pre-built test cases for all the protocols listed in Table 1
and there shall be no development required from the Tester for
automated fuzzing.

5

The tool shall provide necessary built-in and extendable health check
mechanisms for monitoring the impact of the fuzz test cases on the
Device Under Test (DUT). The tool shall support both in-band and outof-band instrumentation. In-band instrumentation is used to obtain
the crash - no crash status and usually consists of sending a valid
protocol request to the DUT. The tool shall support both SNMP
checks and Syslog checks as out-of-band instrumentation methods
used to obtain DUT state information.

6 The Tool shall be able to identify success and failure in terms of
whether the DUT was able to withstand the attack or not.
7 Tool shall be capable of identifying the following responses of the
DUT to the fuzz testing:
a) The DUT crashes and is unable to restart
b) The DUT crashes and then possibly restarts.
c) The DUT hangs in a busy loop, causing a permanent Denial of
Service situation.
d) The DUT slows down momentarily causing a temporary Denial-ofService situation.
e) The DUT fails to provide useful services causing a Denial-of-Service
situation (i.e. new network connections are refused)
8

It shall be possible for the tester to choose the test cases to be run as
per need, based on protocol PDU fields, message type, etc. It shall
also be possible for the tester to run the most effective attack
patterns for different fields of the protocol to keep the test run time
reasonable.

9 The tool should be capable of checking interoperability between Test
tool and DUT for all the protocols mentioned in Table 1.
10 The Tool shall provide user friendly GUI as well as command line
interface for operation and handling of Fuzzing tool. It shall also
support easy configuration of test related parameters.

11 The tool shall provide accurate and unambiguous analysis of every
test case run using the tool and identify potential reasons for failure
including CVSS scoring of identified issues and CWE classification of
test cases.
12 The tool shall allow the tester to reproduce the failed test cases and
confirm the results
13 Once the fuzz testing is started, the tester shall know, at all times, the
current stage of fuzz testing with appropriate status messages.
14 The tools shall maintain a detailed log of the fuzz testing and it shall
be possible for the tester to access the log details at any time. It shall
be possible to export the log file to an external storage in standard
file formats that will enable viewing of the test information at any
point of time.
15 The Tool shall support generation of comprehensive reports for the
tests carried out. For every test case it shall be possible to obtain
detailed information with regard to the status of DUT before test, the
input fuzz message sent, DUT’s response to the fuzz message and in
case the test case fails the potential reasons for the abnormal
behaviour of the DUT.
16 The tool shall be able to correlate the cause and effect between the
specific test case(s) and the abnormal behaviour. For every fault
identified, it shall provide data containing test logs, packet captures
and all the test run information necessary for accurate reproduction
of the behaviour.
17 Report should also figure in the statistics for a given testing task
across types of attacks, types of failures and interfaces including total
number of failed cases and DoS time caused by test case/group of
test cases, if any.
18 Report shall also provide prioritization of the detected vulnerabilities
highlighting the most critical problems first
19 The tool supplier shall provide a suitable on-site mechanism to
customize the contents (i.e data needs to be included in the report)
of the report generated by the tool as per the requirement of the
Tester. Standard test report formats such as PDF/HTML/XML shall be
supported.
20 In the event of power failure during testing or when the fuzzer
abruptly shuts down due to other reasons, the fuzzer tool shall
resume the testing from the point at which the shutdown occurred. It
should not happen that the tool starts performing the fuzzing from
the beginning.

21 Well documented user manual should be made available for the
intended purpose.
22 The specifications should be demonstrated to ITI engineers for
Technical Evaluation.
23 Software with perpetual License with life time validity.
24 The tool shall be provided in CD form.

25

License should be in documented form and registered in the name of
ITI Ltd.
Terms & Conditions

1 Bidder Eligibility Criteria
Bidder should be either OEM or his authorised agent. If bidder is an
authorised agent then he should submit documentary proof that he
a has been authorised to submit bid for this enquiry.
Bidder should submit the MOU clearly indicating that the bidder is an
authorized supplier of the respective OEM and commitment for
b successful installation, acceptance testing, warranty, updation,
upgradation and accreditation for which the bidder has quoted, for
the entire period of contract.
For supply of any software, the bidder shall submit the Certificate of
the OEM counter signed by Authorized Signatory of the bidder stating
that all software supplied are authentic and legal copy is/are being
c supplied, wherever applicable.All registrations of software should be
done in the name of ITI Ltd. only.
The bidder should have a track record of having previously supplied
d similar equipment.
The bidder must have a proven record of maintaining and managing
the similar system in India. Purchase order copies of previous
e
installations are required along with customer contact details.
f

The bidder should have qualified technical service personnel based in
India for supporting the tool/equipment

The bidder should be in a position to demonstrate their competence
g and capability, as a team, to deliver all the services expected during
the contract period.
In case the bidder is an authorised representative for the OEM the
technical bid should clearly demarcate the responsibilities between
h the OEM and the bidder.Complete details of the same have to be
submitted along with the bid.
i

Bidder shall submit copies of audited annual report for last
three years.

Compliance

Remarks

2 Technical Bid
The technical bid should contain the following.
Bidder shall mention name of OEM, brand name and model no.
a along with software version of the products offered in this tender.
b Detailed Technical description of the product proposed.
Compliance statement indicating it meets each and every clause in
c the terms and conditions, technical/commercial specification
d Unpriced bill of material with quantities of each line item.
e

Datasheet of product/model

Bid has to be quoted exactly as per mentioned specifications for
f entire solution, partial offers will not be accepted.
The technical bid should not contain any price information. Nong conformance will result in disqualification.
3 Commercial Bid
The Commercial bid should contain details of the prices for each one
a of the subsystems of the total offer giving clearly the rate and the
quantity.
b Warranty charges, if any, must be quoted separately.
In addition AMC charges for additional Year 2 and Year 3, should be
c
quoted separately.
Installation, Warranty, Annual Maintenance, Training and Support
4
The total solution as per the bill of materials has to be supplied within
a 4 weeks after receiving a firm PO from ITI
The installation and commissioning of the tool/equipment should be
b completed within a week after supply of the equipment.
Alternatively Installation and commissioning of the tool/equipment
c should be done within 5 week of release of Purchase Order.
Repeat Order: The purchaser reserves the right to place repeat order
of additional one unit during one year from the date of First Purchase
Order. However, such orders shall be placed after price negotiation
d (downward) with the supplier considering the reasonability of rates
based on prevailing market conditions and the impact of reduction in
duties and taxes etc.
e

Warranty services
1. Should be for a period of one year from the date of acceptance of
the equipment.

2. The bidder shall be fully responsible for the warranty in respect of
proper design, quality and workmanship of all the systems supplied.
3. The bidder shall attend to all the hardware and/or software
problems on site and shall replace the defective parts at no extra cost
to the purchaser within 5 working days after reporting the issue.

4. the preventive maintenance and repairs of the tool supplied by the
bidder are the responsibilities of the bidder.
5. Software updates must be promptly done. All software tools
/updates should also be provided in CD format/USB format and the
purchaser shall be permitted to make at least 2 copies of the
software tools /updates for emergency recovery.
6.OEM/Bidder shall clearly specify the conditions over which warranty
will be void. Detailed document regarding warranty conditions and
applicability should be submitted along with Bid along with a
declaration of accepting the warranty conditions of the purchaser
stated at above clause 4(e).
f AMC/Support
1. Annual Maintenance Contract services should be valid for a period
of two years after warranty period and the AMC charges for 2nd and
3rd year should be quoted separately.
2.The Bidder or OEM shall provide patches/updates for any software
bug, noticed from the date of supply till the end of contract at no
extra cost to the purchaser.
3. Upgradation of the tools shall be intimated by the supplier within
one week from the date of release.
4. Any hardware, software, firmware which is required as a prerequisite to support upgradation shall be provided free of cost. Any
specific training to utilize the upgraded feature shall be provided on
site by the supplier at no extra cost to the purchaser
The vendor should provide detailed hands on product training of the
proposed solution by OEM directly for 5 nos. of ITI officials at BGP
g with workstations and required necessary amenities to facilitate the
training for minimum 15 days.
h

The vendor has to provide User Manual and Technical
documentation both in hard and soft copies.

The OEM must give an undertaking to provide service for 7 years, in
case OEM is taken over by the new entity must continue to provide
the service without any break. In case the bidder is not OEM, this
undertaking has to be obtained from OEM by the bidder and furnish.
i During this assured 7 years life span of the
Equipment(Hardware/Software), Bidder/ OEM should be able to
provide AMC (as mentioned in Sl.no. 4 under Terms & Conditions ) if
the purchaser requires so.
5 Payment Terms:
The commercial bid should contain among other things, payment
terms, warranty, installation and commissioning charges. These
a
charges will be paid only after successful supply, installation and
acceptance.
The prices quoted in the bid for Table -1 ( Mandatory) items shall
remain valid for acceptance by the purchaser for a period of 180 days
b from the date of opening of bids. A bid valid for a shorter period shall
be rejected by the purchaser as non-responsive.
The prices quoted in the bid for Table -2 (Optional ) items shall
remain valid for acceptance by the purchaser for a period of 2 years
c from the date of opening of bids. A bid valid for a shorter period shall
be rejected by the purchaser as non-responsive.
Installation charges, if any, payable only in Indian Rupees, will be paid
after acceptance of the system. The procedure is as follows: On
delivery complete inventory checks mandates confirmation of
systems to have been delivered with the ordered configuration. Post
installation burn-in test for 48 hours will be performed. The burn-in
d test includes running of hardware diagnostics on all components
continuously for a period of 48 hours to eliminate possibility of any
failures. The successful completion of the acceptance test will results
in payment.
6 Additional Guidelines:
The offer has to clearly explicitly state the supply part, Warranty
a
services and any other charges separately.
b Delayed and/or incomplete tenders are liable to be rejected.
All the pages of Technical Bid and the Commercial Bid should be duly
signed by the bidder.
Commercial bids of technically qualified bids alone will be taken up
d
for further processing.
ITI Ltd. reserves the right to modify the technical specifications or the
e
required quantity at any time.
ITI Ltd. reserves the right to accept or reject any proposal, in full or in
f
part, without assigning any reason.
c

The bidders are requested to go through the Terms and Conditions
detailed in this document, before filling out the tender. Agreeing to
g the terms and conditions of the tender document (by signing all
pages of the copy of a tender document) is a mandatory requirement
h

A tender, not complying with any of the above conditions is liable for
rejection.

Table 1 ( Mandatory)
Sl
No
1
2
3
4
5
6
7
8

Protocol

Sl No

TLS V 1.2
UDP V4
UDP V6
TCP V4
TCP V6
IP V4 ( includes ICMP ,ARP)
IP V6( includes ICMP)
Sys Log

Protocol
16
17
18
19
20
21
22
23

9 RIP V2

24

10
11
12
13
14
15

25
26
27

RIP ng
OSPF V2
OSPF V3
BGP V4
SSH V2
SNMP V3

Table 2 (Optional )
Sl
No
1
2
3
4
5
6
7
8
9
10

Protocol
GTP V1
GTP V2
LDP
MPLS
PDCP
RLC
RRC
S1 AP
SCTP
X2 AP

DHCP V6
DHCP V4
HTTP
HTTPS
NTP
PTP
DIAMETER
TACACS
IKE V1
/V2/ISAKMP
IP Sec
TACACS +
RADIUS

NOTE : Please consider only the points which may be applicable for this Enquiry.
COMMERCIAL TERMS & CO NDITIONS
1. PROCUREMENT OF CAPITAL EQUIPMENT
2. The Performance Bank Guarantee (PBG] for the 10% of the Purchase
order value has to be submitted along with the PO acceptance and it should be
valid for a period of 3 years.
3. Validity of quote should be for a period of 180 days from the date of opening of the bids
4. Warranty coverage has to be for 12 Months (1 year) and warranty certificate
to be given with the consignment.
5. Loading Major for Non-acceptance of Warranty period: Less than 12 months (1
Year) from commissioning will attract loading of Warranty charges for difference of
quote with warranty / guarantee period.
6. Example: If a Supplier provides 9 months guarantee period, in place of 12 months, then
the difference of 3 months will be loaded with warranty charges of 4% per an n um for.
difference period of 3 months 1. e. 2% of total cost will be loaded for evaluating lowest
bidder.
7. After 1 year warranty period Non Comprehensive AMC will be applicable. Please
indicate the Non Comprehensive Annual Maintenance Contract (AMC) price
nd
rd
separately for 2 years (for 2 and 3 year). During this period, updation / up
gradation and services should be free of cost. Payment will be made quarterly at the
end of each quarter in equal installments.
8. Un-priced Bid to be submitted along with the technical bid and the same should be in line with
Commercial.
9. Installation and Commissioning (1 & C) of the equipment will be carried out by you at ITI
Ltd, Dooravani Nagar, Bangalore, India with no additional cost.
10. Payment terms:
60% payment against delivery
20% payment after successful installation & acceptance
20% payment within 90 days after successful operation
11. In case of Foreign purchase order having mode of dispatch by Sea/Ocean, your quote
to be on FOB basis. The freight forwarder details will be provided and Insurance will be
arranged by ITI Ltd . For Purchase order having mode of dispatch by Air, FCA,
Gateway Airport for Airfreight to be mentioned . The AIR freight forwarder details
will be provided and Insurance will be arranged by ITI Ltd.
12. In case of inland purchase order, your quote will be on FOR ITI Ltd., Bangalore
basis.
13. Software: Up gradation of software during the warranty period will be done at free of
cost by you.
14. The vendor should provide detailed hands on product training of the proposed solution
by OEM directly for 5 nos. of ITI officials at BGP with workstations and required
necessary amenities to facilitate the training for minimum 15 days free of cost.
15. Maintenance Manual shall be submitted along with equipment (Soft and Hard copy) .
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COMMERCIAL TERM'S & CONDITIONS
PROCUREMENT OF CAPITAL EQUIPMENT
16. The equipment should be pre-tested prior to shipment. Supplier should show all
certificates, certified by competent authorities or recognized agencies that are required
for system safety. and any other certificates of relevance and Calibration details
should be provided.
17. LD for delay in supply of 0.5% of the order value of the item per week for the first 4
weeks and thereafter Max 0.7% per week thereafter for such delay or part there off for
the item delayed, or terminate the contract in respect of balance supplies so delayed
and purchase the material at else where at the risk and cost of the defaulted supplier
18. For the software item, the hardware specifications needed are to be indicated by the Bidder.
19. Details of additional software if any related to the Tool to be provided. If needed ITI will
procure during the warranty period and the price quoted is freezed during warranty
period.
20. Inspection: a) Inspection of material at our works/ other standard testing centers authorized
by us will be final
21. In the event of rejection apart from free replacement of material on freight pre-paid
basis and the rejected material on freight to- pay basis, you are also liable for
payment of interest (at 24% per annum) for the period between payment made and
replacement received. Any financial loss to us due to India Government policy and
procedures on Re-Export will have made good by you.
22. Ordering: a) We reserve the right to reject any or aII offer and to order in full or
part quantities there of with out assigning any reason whatsoever.
23. Canvassing by Tenderer in any form including unsolicited letters against tenders
submitted or post tender corrections shall render their tenders liable for
summary rejection .
24. Governing Law: All suits shall be instituted in a court of competent jurisdiction at Bangalore
and in case of arbitration, The India Arbitration Act, 1940 is applicable.

NOTICE INVITING TENDER (THREE COVER SYSTEM)
Detailed Enquiry is uploaded in M/s. ITI Limited website www.itiltd-india.com. In tender column
(Bangalore Plant)
For further details/clarification please contact
Deputy General Manager - MM
M/s. ITI Limited, Bangalore Plant,
Dooravani Nagar, Bangalore 560 016,
Telephone No: 080 28503639, Email: snp_bgp@itiltd.co.in
Bids will be received by the
Mailing Section
M/s. ITI Limited, Bangalore Plant,
Dooravani Nagar
Bangalore 560 016
The tender shall be submitted in the three cover system as follows:
1. Part-I (Technical Bid) shall be enclosed in a double sealed cover super scribed with “Part-I
(Technical Bid) with detail of machines quoted with supporting document such as catalogues/
leaflets, with tender reference, due date of submission and opening date and firm's address with
phone no. / E-mail”.
2. Part-II (Commercial Bid) shall be enclosed in another double sealed cover super scribed with
“Part-II (Commercial Bid), with tender reference, due date of submission and opening date and
firm's address with phone no. / E-mail”.
3. Part-III (EMD) shall be submitted of an amount Rs.5,00,000/- (Rupees Five Lakhs Only) through
Bank Demand Draft In favor of “ITI LIMITED” Bangalore.
All the above three documents shall be kept in a separate sealed cover and shall be enclosed in
another one sealed cover super scribed with tender reference, due date of submission and opening
date and firm's address with phone no. / E-mail”.
Sealed tender should be addressed to
Deputy General Manager - MM,
M/s. ITI Limited, Bangalore Plant,
Dooravani Nagar,
Bangalore 560 016
Note: - Quotation shall be valid for 180 days from the date of opening of the tender.

DETAILS OF BID:
Part-I Technical Bid: It shall consist of the following documents enclosed in a double sealed cover.
1. Description of item, Make, Model along with technical brochure containing detail specification,
data sheet Etc without price detail.
2) Item wise Compliance Report for the entire enquired item.
Note: No price shall be mentioned in technical bid.
Part-II (Commercial Bid): It shall consist of the Description of item, Make, Model with price detail
I.e. Unit price (delivery to ITI Ltd Bangalore) and applicable statutory levies (GST, CGST, SGST,
Freight charges etc)
The statutory levies shall be clearly mentioned in percentage/ amount for each item. The
description written as inclusive or exclusive or actual shall not be accepted. The rate shall be
quoted FOB / Ex-Works / FOR ITI Limited, Bangalore
NOTE: All the pages of the quotation shall be signed and stamped by the tenderer and submitted.
1. Only the EMD cover shall be opened first and Technical Bid of those vendors who has submitted
EMD shall be opened thereafter, on the due date. The date and time of opening of the commercial
Bid shall be intimated only to the technically qualified bidders, well in advance

Deputy General Manager – MM

PRE-CONTRACT INTEGRITY PACT
GENERAL
This pre-bid pre-contract agreement (hereinafter called the Integrity Pact) is made
on…………………………………………………….,
between,
ITI
Limited,
Dooravaninagar, Bangalore – 560016, India, (hereinafter called the "BUYER", which
expression shall mean and include, unless the context otherwise requires, his
successors in office and assigns) of the First Part and m/s…………… (address of the
Bidder) (hereinafter called the "BIDDER " which expression shall mean and include,
unless the context otherwise requires, his successors and permitted assigns) of the
Second Part.
WHEREAS the BUYER proposes to invite Expression of Interest (EoI) for selection/
empanelment of technology partner for a technical tie-up with ITI for the
marketing/manufacturing of ……………….….. (name of the product) and the BIDDER is
willing to participate in the EoI as per the terms and conditions mentioned thereon;
WHEREAS the BIDDER is a private company/public company/Government
undertaking/partnership company (strike off whichever is not applicable), constituted in
accordance with the relevant law in the matter and the BUYER is a PSU under the
Department of Telecommunications, Ministry of Communications & IT, Government of
India.
NOW, THEREFORE,
To avoid all forms of corruption by following a system that is fair, transparent and
free from any influence/prejudiced dealings prior to, during and subsequent to the
currency of the contract to be entered into with a view to :Enabling the BUYER to select/ empanel a technology partner for the marketing/
manufacturing of …. (name of the product) through the EoI in a transparent and
corruption free manner, and
Enabling BIDDERs to abstain from bribing or Indulging in any corrupt practice in
order to secure the contract by providing assurance to them that their competitors will
also abstain from bribing and other corrupt practices and the BUYER will commit to
prevent corruption, in any form, by its officials by following transparent procedures.
The parties hereto hereby agree to enter into this Integrity Pact and agree as
follows:
1.

Commitments of the BUYER

1.1

The BUYER undertakes that no official of the BUYER, connected directly or
indirectly with the contract, will demand, take a promise for or accept, directly or
through intermediaries, any bribe, consideration, gift, reward, favour or any
material or immaterial benefit or any other advantage from the BIDDER, either

for themselves or for any person, 'organisation or third party related to the
contract in exchange for an advantage in the bidding process, bid evaluation,
contracting or implementation process related to the contract.
1.2

The BUYER will during the pre-contract stage, treat all BIDDERs alike, and will
provide to all BIDDERs the same information and will not provide any such
information to any particular BIDDER which could afford an advantage to that
particular BIDDER in comparison to other BIDDERs.

1.3

All the officials of the BUYER will report to the appropriate Government
office any attempted or completed breaches of the above commitments as well as
any substantial suspicion of such a breach.

2

In case any such preceding misconduct on the part of such official(s) is reported
by the BIDDER to the BUYER with full and verifiable facts and the same is prima
facie found to be correct by the BUYER, necessary disciplinary proceedings, or
any other action as deemed fit, including criminal proceedings may be initiated
by the BUYER and such a person shall be debarred from further dealings related
to the contract process. In such a case while an enquiry is being conducted by the
BUYER the proceedings under the contract would not be stalled.

3

Commitments of BIDDER

3.1

The BIDDER commits itself to take all measures necessary to prevent corrupt
practices, unfair means and illegal activities during any stage of its bid or during
any pre-contract or post-contract stage in order to secure the contract or in
furtherance to secure it and in particular commit itself to the following:a)

The BIDDER will not offer, directly or through intermediaries, any bribe,
gift, consideration, reward, favour, any material or immaterial benefit or
other advantage, commission, fees, brokerage or inducement to any official
of the BUYER, connected directly or indirectly with the bidding process, or
to any person, organisation or third party related to the contract in
exchange for any advantage in the bidding, evaluation, contracting and
implementation of the contract.

b)

The BIDDER further undertakes that it has not given, offered or promised
to give, directly or indirectly any bribe, gift, consideration, reward, favour,
any material or immaterial benefit or other advantage, commission, fees,
brokerage or inducement to any official of the BUYER or otherwise in
procuring the Contract or forbearing to do or having done any act in
relation to the obtaining or, execution of the contract or any other contract
with the Government for showing or forbearing to show favour or
disfavour to any person in relation to the contract or any other contract
with the Government.

c)

BIDDERs shall disclose the name and address of agents and representatives
and Indian BIDDERs shall disclose their foreign principals or associates.

d)

BIDDERs shall disclose the payments to be made by them to agents/
brokers or any other intermediary, in connection with this bid/contract.

e)

The BIDDER further confirms and declares to the BUYER that the BIDDER
is the original manufacturer/ integrator and has not engaged any
individual or firm or company whether Indian or foreign to intercede,
facilitate or in any way to recommend to the BUYER or any of its
functionaries, whether officially or unofficially to the award of the contract
to the BIDDER, nor has any amount been paid, promised or intended to be
paid to any such individual, firm or company in respect of any such,
intercession, facilitation or recommendation.

f)

The BIDDER either while presenting the bid or during pre-contract
negotiations or before signing the contract, shall 'disclose any payments he
has made, is committed to or intends to make to officials of the BUYER or
their· family members, agents, brokers or any other intermediaries in
connection with the contract and the details of services agreed upon for
such payments.

g)

The BIDDER will not collude with other parties interested in the contract to
impair the transparency, fairness and progress of the bidding process, bid
evaluation, contracting and implementation of the contract.

h)

The BIDDER will not accept any advantage in exchange for any corrupt
practice, unfair means and illegal activities.

i)

The BIDDER shall not use improperly, for purposes of competition or
personal gain, or pass on to others, any information provided by the
BUYER as part of the business relationship, regarding plans, technical
proposals and business details, including information contained in any
electronic data carrier. The BIDDER also undertakes to exercise due and
adequate care lest any such information is divulged.

j)

The BIDDER commits to refrain from giving any complaint directly or
through any other manner without supporting it with full and verifiable
facts.

k)

The BIDDER shall not instigate or cause to instigate any third person to
commit any of the actions mentioned above.

l)

If the BIDDER or any employee of the BIDDER or any person acting on
behalf of the BIDDER, either directly or indirectly, is a relative of any of the
officers of the BUYER, or alternatively, if any relative of an officer of the
BUYER has financial interest/stake in the BIDDER's firm, the same shall be
disclosed by the BIDDER at the time of filing of tender. The term 'relative'
for this purpose would be as defined in Section 6 of the Companies Act
1956.

m)

The BIDDER shall not lend to or borrow any money from or enter into any
monetary dealings or transactions, directly or indirectly, with any employee
of the BUYER.

4

Previous Transgression

4.1

The BIDDER declares that no previous transgression occurred in the last three
years immediately before signing of this Integrity Pact, with any other company
in any country in respect of any 'corrupt practices envisaged hereunder or with
any Public Sector Enterprise in India or any Government Department in India
that could justify BIDDER's exclusion from the tender process.

4.2

The BIDDER agrees that if it makes incorrect statement on this subject, BIDDER
can be disqualified from the tender process or the contract, if already awarded,
can be terminated for such reason.

5

Sanctions for Violations

5.1

Any breach of the aforesaid provisions by the BIDDER or anyone employed by it
or acting on its behalf (whether with or without the knowledge of the BIDDER)
shall entitle the BUYER to take all or any one of the following actions, wherever
required:a)

To immediately call off the pre contract negotiations without assigning any
reason or giving any compensation to the BIDDER. However, the
proceedings with the other BIDDER(s) would continue.

b)

To immediately cancel the contract, if already signed, without giving any
compensation to the BIDDER.

c)

To cancel all or any other Contracts with the BIDDER. The BIDDER shall be
liable to pay compensation for any loss or damage to the BUYER resulting
from such cancellation/rescission.

d)

To recover all sums paid in violation of this Pact by the BIDDER(s) to any
middleman or agent or broker with a view to securing the contract.

5.2

The BUYER will be entitled to take all or any of the actions mentioned above, also
on the Commission by the BIDDER or anyone employed by it or acting on its
behalf (whether with or without the knowledge of the BIDDER), of an offence as
defined in Chapter IX of the Indian Penal code, 1860 or Prevention of Corruption
Act, 1988 or any other statute enacted for prevention of corruption.

5.3

The decision of the BUYER to the effect that a breach of the provisions of this Pact
has been committed by the BIDDER shall be final and conclusive on the BIDDER.
However, the BIDDER can approach the Independent Monitor(s) appointed for
the purposes of this Pact.

6

Independent Monitors

6.1

The BUYER appoints Independent Monitor (hereinafter referred to as Monitor)
for this Pact in consultation with the Central Vigilance Commission.

6.2

The task of the Monitor shall be to review independently and objectively,
whether and to what extent the parties comply with the obligations under this
Pact.

6.3

The Monitor shall not be subject to instructions by the representatives of the
parties and perform their functions neutrally and independently.

6.4

Both the parties accept that the Monitor have the right to access all the documents
relating to the project/procurement, including minutes of meetings.

6.5

As soon as the Monitor notices, or has reason to believe, a violation of this Pact,
he will so inform the Authority designated by the BUYER.

6.6

The BIDDER(s) accept(s) that the Monitor has the right to access without
restriction to all Project documentation of the BUYER including that provided by
the BIDDER. The BIDDER will also grant the Monitor, upon his request and
demonstration of a valid interest, unrestricted and unconditional access to his
project documentation. The Monitor shall be under contractual obligation to treat
the information and documents of the BIDDER with confidentiality.

6.7

The BUYER will provide to the Monitor sufficient information about all meetings
among the parties related to the Project provided such meetings could have an
impact on the contractual relations between the parties. The parties will offer to
the Monitor the option to participate in such meetings.

6.8

The Monitor will submit a written report to the designated Authority of BUYER
within 8 to 10 weeks from the date of reference or intimation to him by the
BUYER I BIDDER and, should the occasion arise, submit proposals for correcting
problematic situations.

7

Facilitation of Investigation

7.1

In case of any allegation of violation of any provisions of this Pact or payment of
commission, the BUYER or its agencies shall be entitled to examine all the
documents including the Books of Accounts of the BIDDER and the BIDDER
shall provide necessary information and documents in English and shall extend
all possible help for the purpose of such examination.

8

Law and Place of Jurisdiction

8.1

This Pact is subject to Indian Law. The place of performance and jurisdiction is the
seat of the BUYER.

9

Other Legal Actions

9.1

The actions stipulated in this Integrity Pact are without prejudice to any other
legal action that may follow in accordance with the provisions of the extant law
in force relating to any civil or criminal proceedings.

10

Validity

10.1 The validity of this Integrity Pact shall be from date of its signing and extend up
to the contract period with the BUYER in case a contract is signed. In case
BIDDER is unsuccessful, this Integrity Pact shall expire after six months from the
date of the signing of the contract.
10.2 Should one or several provisions of this Pact turn out to be invalid, the remainder
of this Pact shall remain valid. In this case, the parties will strive to come to an
agreement to their original intentions.
11

The parties hereby sign this Integrity Pact.

BUYER
Name of the Officer.
Designation
ITI Limited (address)
Place:
Date:

BIDDER
CHIEF EXECUTIVE OFFICER
M/s …. (address)
Place:
Date:

Witness:
1. ………..
2. ………..

1. …………
2. ………….

